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Abstract

New technologies have significantly increased the complexity of every task related to analysis. They
facilitate the availability of a huge amount of data and offer a wide range of methodological possi-
bilities. Faced with this situation, new analysts complement their training and experience with ex-
pertise in data science. They propose models, based on the scientific method, to study the phenom-
ena they have to analyse. The present article seeks to show the conditions that a model must fulfil
to be used as a predictive analytical tool. To illustrate it with an example, the CALP Model is de-
scribed. This model has been developed to assess the terrorist threat phenomenon through the four
CALP variables: Capacity, Activity, Lethality and Popularity.

Keywords: Analysis, information management, analytical methodology, data analysis, model, ana-

lytical tool, scenario analysis, predictive analytics, terrorist threat.

Resumen

Las nuevas tecnologfas han incrementado notablemente la complejidad de todas las tareas ligadas
al analisis. Permiten disponer de gran cantidad de datos y ofrecen un amplio abanico de posibilida-
des metodologicas. Ante esta situacion, los nuevos analistas complementan su formacién y expe-
riencia con conocimientos especializados en ciencia de datos. Plantean modelos basados en el mé-
todo cientifico para estudiar los fenémenos que tienen que analizar. En este articulo se muestran
las condiciones que se deben cumplir para que un modelo se utilice como herramienta analitica con
capacidad predictiva. Para ilustrarlo con un ejemplo, se describe el Modelo CALP, que se ha desa-
rrollado para valorar el fenémeno de la amenaza terrorista a partir de las cuatro variables CALP:

Capacidad, Actividad, Letalidad y Popularidad.

Palabras clave: Analisis, gestion de la informacién, metodologifa de analisis, analisis de datos, mo-

delo, herramienta analitica, analisis de escenarios, analisis predictivo, amenaza terrorista.
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1. Introduction

New technologies have significantly increased the ability to
store and distribute knowledge. The number of databases
has multiplied considerably in recent decades, as well as
their storage systems. The current global interconnection
enables the almost immediate availability of a huge amount

of data, which continues to grow at an exponential rate.

However, a vast amount of data has limited value for anal-
ysis if there is a lack of means to treat them, or to discrimi-
nate between the relevant and the unnecessary. Hence the
importance of having tools to identify, obtain, and process

large volumes of data.

Current technology also offers a wide range of methodo-
logical possibilities, so it is essential to make proper plan-
ning of the set of procedures and steps to follow during the

analysis process.

This article secks to provide a general overview of the way
in which to focus the set of tasks associated with analysis at
present. For that purpose, we review some aspects that are
essential for a good analysis, as well as the conditions that

must be met in order to obtain a model with predictive ca-

pacity.

First, the role of the current analyst is described, which is
compared with his previous-century counterpart. In addi-
tion, some elements that contribute to increasing the quality

of the analysis are indicated.

The following section identifies some of the properties that
are expected from good information management, in gen-

eral, and a useful database, in patticular.

Subsequently, the importance of using the most appropti-
ate analysis methodology is emphasized, as well as the nec-
essary conditions to formulate a model. About the deci-
sions to be made on methodological matters, special atten-

tion should be paid to everything related to data analysis.

Then, the most relevant aspects of the model specification
are described. A model is understood as the simplified rep-
resentation of reality under analysis. It is emphasized that

its underlying content is as important as its representation.
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The main steps to be taken for model estimation and diag-
nostics are reviewed consecutively. The requisites and con-
ditions that are required for a model to be used in forecast

are also indicated.

Finally, the CALP Model is proposed as a predictive analyt-
ical tool based on the scientific method. This is a model that
studies the terrorist threat through the four CALP varia-
bles: Capacity, Activity, Lethality and Popularity.

2. The role of the analyst

The role of the analyst is evolving slowly, gradually. Their work
is undergoing major changes and technology is accelerating
the speed at which they occur. So, in order to adapt it, pro-

gress must be made.

The analysts of the 20™-century were characterized by hav-
ing a great professional experience in the subject that they
analyzed and a solid theoretical preparation, which could
have been acquired both in an academic field, as well as
through training courses held in their professional environ-
ment. Having an acceptable level of data analysis was rare

and required receiving previously produced information.

Analysts of the last century were integrated into different
categories according to their training and experience. They
only undertook analyses of subjects related to their cate-
gory. Depending on the nature of the subject, the analysis
was conducted by an economic, financial, computer, psy-

chological, sociological, legal profile, etc.

However, analysts in the 21%-century do not fit a standard
profile in terms of training and experience. Their theoretical
training is very diverse, which may be related to both the
subject they analyze and to other similar ones. Present-day
analysts' professional expetiences are equally heterogene-

ous.

Furthermore, the complexity of the existing information
management and processing systems have encouraged
many of the current analysts to complement their previous
training and experience with specialized knowledge and
specific data science skills. Similarly, there are increasing
numbers of analysts with theoretical knowledge and profes-

sional experience in multiple analytical methodologies.
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Two types of analysts cutrently coexist. On the one hand,
there are those who have a solid academic preparation,
great professional experience and few notions of data pro-
cessing and methodology. On the other hand, there are
other analysts whose theoretical knowledge may be more
limited, but who excel in data processing and, moreover,

widely dominate the different methodological alternatives.

The transition from the former analyst to the new one is
unavoidable, unstoppable. It is an evolutionary adaptation
in the purest Darwinian style. The final stage of the transi-
tion period will be reached at the end of the generational

relay.

On the other hand, the work of the analyst consists in the
study of a particular phenomenon. It usually concludes
when they achieve the necessary knowledge to prepare a
report describing its behaviour, its characteristics, its com-

ponents, its causes, and, possibly, its future evolution.

An analysis report is understood as the finished product
that results from the process of obtaining, treating, inter-
preting, and evaluating information related to the studied

phenomenon.

The quality of the analysis report depends on the existing
knowledge about this phenomenon, the amount of such
knowledge that the analyst has been able to obtain, process,
and understand. Finally, it also depends on the accuracy
with which the analyst describes the phenomenon, for
which it is required to find the balance between exhaustive
explanation and necessary synthesis. In addition, a good re-

port is the one that is produced at the right time.

The quality of the analysis report increases significantly
with the availability of a model developed from a proper
methodological basis. The analyst must know in detail how
to use the model in order to assess the behaviour of the
phenomenon under study. The ideal situation occurs when,
previously, the analyst himself has been actively involved in

the development of the model.

The quality of the report also improves considerably in
those situations in which the analyst has a thorough
knowledge of all the components of the phenomenon un-
der study. This happens when he understands every stage
of the information management process, in other words,
when he knows perfectly how the data was obtained, pro-

cessed, and structutred.
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3. Information management

Information management is the set of tasks associated with
knowledge management that are needed during a research
process. In the scope of an analysis, it comprises every step
from the emergence of new pieces of information until the
analyst has assimilated it and acquired it as a form of

knowledge.

An analysis requires information that may be available in
the form of pure raw data (either structured or unstruc-

tured), news or elaborate information.

In the field of knowledge management, each piece of infor-
mation allows us to see only a part of reality. This was the
case for the six blind men of the ancient Indian parable,
who described the elephant from the part of the animal they
had touched: a wall (side of the animal), a snake (trunk), a

spear (tusk), a tree (feet), a fan (ear) or a rope (tail).

To understand the true nature of things, one cannot rely
solely on the description of one part, even if it is very accu-
rate. As long as the conditions of credibility, reliability and
relevance are met, the use of various pieces of information
from different sources contributes to more complete

knowledge.

The work scheme of traditional analysis required a clear
separation between tasks strictly related to obtaining and

processing information, and the study itself.

The common tasks of obtaining and processing infor-
mation are the search for data and information, the verification
of its accuracy, authenticity and relevance, its cassification in
taxonomic units according to different categories, and its
integration into a database, both in a structured and unstruc-

tured way.

In principle, it could be asserted that the value of a database
depends on the quantity, quality, and detail of its content.
The quantity is associated with the number of records it con-
tains. It increases with the scope and extent of source
searches, as well as the data loading processes. The guality
increases as its records become more accurate, authentic,
and relevant. The defailis the greater the more thorough the
hierarchical, relational, and systematic sorting system of its
content. In addition, a relational database makes it easier to

extract data by reducing the number of queries.

It must be taken into consideration that databases that do
not have the means to extract the information in a treatable

format are not useful for analysis, as it happens with those
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that are outdated due to the lack of agility in their data load-

ing processes.

Therefore, the true value of a database depends primarily
on the quantity, quality, and detail of updated content that

can be extracted in a format that can be used in the analysis.

On the other hand, in the current interconnected society,
the knowledge available in the form of records stored in
databases is growing exponentially. More and more institu-
tions are liberalizing their databases and granting public ac-

cess to them.

Analysts have at their disposal an increasing number of rec-
ords to study. Besides having the information provided by
their own databases, in which access is restricted, they also
have unlimited access to the huge amount of content pro-

vided by open sources.

Consequently, the value of an analysis depends both on the
capacity of the analyst to extract information, and on his
ability to study, understand, interpret, and evaluate it. The
process of analysis will be more agile the more structured

the data or the more treatable the information.

When data, information or news are stored and extracted
from databases in an unstructured way, the analyst must
transform them and provide them with a coherent and re-
lational structure. Transformation and structuring is a pro-
cess integrated into the treatment and analysis of data. Such
procedures must have been previously specified, during the

methodological definition stage.

4. Analysis methodology

The analysis methodology is the set of procedures and stages
that are followed during a research process. It is especially
applied to those studies focused on acquiring a precise
knowledge of reality that, as a basic foundation, are ap-

proached with scientific rigor.

The selection of the most appropriate methodology is con-
ditioned by the phenomenon to be studied. For this reason
the phenomenon must be stated in advance, clearly and un-
ambiguously. This implies delimiting the context in its three
dimensions: the space or geographic location where it oc-
curs, the zme or interval in which it takes place, and the pop-

ulation it encompasses.
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Some analysts direct their study to draw conclusions that
are consistent with the knowledge they have previously ac-
quired through their training and experience. The result is
a biased report, whose findings are certain and resounding
statements. Their predictions about what will happen in the
future will be correct when the past is repeated, while they
will be completely erroneous when unexpected events oc-

cur.

Those who perform this type of analysis can be called o/
lowers of the revealed doctrine. They are considered great experts
in their fields of analysis and they were highly regarded in
the past, mainly because of the large number of times they
anticipated future events. However, this type of analysis is
becoming obsolete in the current context, in which a con-

stant stream of unexpected events takes place.

The current panorama is characterized by its complexity,
which has led to a radical change in methods of analysis.
There is an increasing number of supporters of the scientific
method, whose approach is diametrically different from that

of the followers of the revealed doctrine.

Analysts who follow the scientific method doubt their prior
knowledge and do not accept any idea as absolute or defin-
itive. Even though they use variables that reflect certain
past facts that are highly likely to be repeated; however, they
do not discard unexpected situations, which are incorpo-

rated into the analysis as variables in a specific manner.

In addition, the scientific method makes it possible to ob-
tain a model, a simplified representation of the phenomenon
under study. Studying phenomena using models is equiva-
lent to combining the classic holistic approach with risk fac-

tor assessment techniques.

A model also allows completing the study with a scenario
analysis, in which different alternative situations are simu-
lated, including a wide range of them, from the most unre-
alistic to the most likely. The aim is to study how the phe-
nomenon under analysis is affected by each one of the sce-

narios.

The result is a report that instead of offering a unique re-
sounding statement, it has the necessary elements for de-
scribing the multiple ways in which the phenomenon under
study may evolve, as well as the likelihood of occurrence of
each of those situations. The advantage of producing a re-

port that anticipates, for example, negative future events
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early enough, is that it opens the door for action to be taken

to change the course leading to those events.

The methodological aspects of the research are comple-
mented by the /gical aspects, which are the conceptual ele-
ments involved in the process and the relations that may
exist between those elements. The main logical elements
are: phenomenon, theory, hypothesis, variables, facts, data,

verification and model.

From a methodological point of view, the analysis process
using the scientific method begins with a previous theory
that explains the behaviour of the phenomenon through a
series of statements in which the features that characterize

it are described and hypotheses are proposed.

Then, the variables that best represent the phenomenon
and its properties are defined and the relations between

those vatiables are explained.

Variables are measurable magnitudes that represent phe-
nomena, facts, citcumstances, situations, activities, entities,
people, etc. that may be independent of each other or be
linked by a relation of dependency, or a relationship of

cause, or one of effect.

The next step is to check the validity of the previous theory
and verify the hypotheses, based on the new information
provided by the detailed and rigorous study of the variables
and their relationships. In the case of the theory resulting
invalid, it must be reframed so that all this new information

is taken into account.

The research process concludes when a validated and veri-
fied theory is available, which is the necessary requirement
to formulate the model that best explains the phenomenon
that has been studied.

With regard to the decisions to be made on methodological
matters, one of the most important is the selection of the
most appropriate methods for the study of variables and

their relationships.

Variables are measured in observation units from which
data is extracted. The following section indicates some of
the basic aspects that must be taken into account in the pro-

cedures for analysing this data.
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5. Data analysis

The stage of data analysis provides information on the vari-
ables and their relationships. Data is the raw material for
analysis. They are obtained quantitatively, qualitatively, or

mixed form (both quantitative and qualitative).

In the academic field, the quantitative analysis is commonly
associated with the natural sciences and the qualitative anal-
ysis with the social sciences. In scientific disciplines, quan-
titative data is often prioritized because it is more concrete
and its measurement more accurate. However, qualitative
data is full of nuances that the other kind does not always

capture.

When restricting analyses to quantitative data, only one part
of the reality is perceived and studied, whereas incorporat-
ing additional qualitative information results in a more
complete knowledge thereof. Structuring, quantifying, and
incorporating qualitative information into the analysis nec-
essarily leads to a more detailed understanding of the vari-
ables.

Therefore, reports produced from mixed data analysis are
more complete, as they contain more exhaustive and accu-

rate descriptions.

However, the quantification process must be carried out
with objectivity and scientific ground. The lack of rigour
results in poor knowledge of the reality, which entails that
the analysis report will be flawed with inaccuracies or erro-

neous conclusions, which undermines its quality.

On the other hand, the study of the variable can be focused
according to its structural or conjuncture nature. It is struc-
tural when all the factors and circumstances remain un-
changed over the course of time, whereas a conjunctural
situation is a specific context at a particular moment in time.
That is why the specified time interval is decisive and con-
ditions that the data analysis is carried out in a static, dy-

namic, or mixed way.

Static analysis is a study whose approach is synchronous. It
focuses on the behaviour of the variables at a specific time
or in a given period of time, without considering their past
evolution. It uses cross-sectional methods such as descrip-
tive studies (which merely describe the variables and their
characteristic features) or explanatory studies (which focus
on their causes and effects). It is usually recommended for

circumstantial situations analysis.
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Dynamic analysis has a diachronic nature. It focuses on the
joint evolution of the variables and their relations, with spe-
cial attention to the successive stages in which small
changes, alterations, or large transformations occur. It uses
longitudinal analysis techniques such as time series. It is rec-
ommended for retrospective studies (which are limited to
historical research), counterfactual studies (hypothetical in-
vestigation of historical events) and prospective studies
(which focus on the exploration or the prediction of the

future development of the variable).

Mixed analysis, also known as panel data, combines a cross-
sectional and temporal approach to study changes in the
variables and their relations. It uses time-series analysis
techniques and nonlinear dynamics. As the static and dy-
namic nature of the variables is considered together, it is
especially recommended for the dynamic structural analy-

sis, as well as for complex prospective studies.

The data analysis process begins once: (1) it has been estab-
lished which type of analysis is most appropriate according
to the nature of the study; (2) all the qualitative and quanti-
tative information necessary to understand the behaviour
of the variables has been obtained; and (3) the information
has been structured in the form of data. The complexity of
the relationships will condition the use of univariate, biva-

riate, or multivariate analysis techniques.

There are two essential stages in data analysis: their classifi-
cation into categories and the comparison of those catego-

ries.

Classification consists of grouping what is similar and sepa-
rating what is different. In order to do this, it is essential to
define classification criteria, which are the rules to disctim-
inate values and to determine the conditions that must be

met for data to fall into a particular category.

The more criteria (and therefore the more different catego-
ries) are defined, the more elaborately the variables and
their relationships can be studied. A good classification sys-

tem leads to more thorough knowledge.

The classification process must comply with three funda-
mental rules: (1) the classification criteria must be sole, (2)
the process has to be complete and exhaustive, without
omitting any single element, and (3) the categories must be
exclusive so that no datum can be included in different cat-
egories simultaneously. In addition, the entire set of data

has to be treated as one more element.
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Another essential stage in data analysis is the comparison be-
tween categories. The comparison criteria must be homogene-
ous and the same for every category. The more compati-
sons are made between the different categories; the more

interactions can be evaluated.

One of the basic tools to study the comparison between
categories is correlation analysis. Correlation is a dimen-
sionless measure of the linear relationship between two var-
iables. Its value is a number between zero and one. A near-
zero correlation occurs between independent variables or
with variables whose relationships are nonlinear. Correla-
tions significantly higher than zero are found in variables
that have a linear relation and vary together, to a greater or
lesser degree. A correlation close to one implies that the
magnitude of the change of one variable is similar to that

of the other.

The value of correlation is an important measure of the
magnitude of changes in relationships. The sign is also a
relevant indicator. A positive correlation means that the
changes have the same direction, meaning that if the value
of one variable increases, the value of the other increases as
well, and that when the value of the variable decreases, the
value of the other decreases likewise. A negative correlation
implies that any increase in the value of one of the variables

leads to a decrease in the value of the other, and vice versa.

It is important to note that the analysis of the correlations
should not lead to any hasty conclusions about the depend-
ence of the variables, since it is possible that the reasons for
said correlation are spurious in nature. This occurs when
they evolve over a period of time in a certain way not caus-

ally, but casually.

Covariation is not the same as the relationship between var-
iables. Covariation reflects that two variables vary together,
while the relationship entails some type of connection. For
a dependency relation to exist, it is not enough that the var-
iables vary together over a certain period of time, but there

must be an underlying structural link.

6. Model specification

After completing the data analysis, the analyst has acquired
enough knowledge to describe the behaviour of the studied
phenomenon and has the necessary elements to build the

model.
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The specification of the model consists in developing a simpli-
fied representation of the analyzed phenomenon. In this
task, the underlying knowledge that has been acquired dut-
ing the study process, expressed in terms of variables and
their relations, is as important as the way in which it is rep-

resented.

The acquired wnderlying knowledge is incorporated into the
model in the form of conceptual and relational elements.
Conceptual elements represent the phenomenon, its main
components, and other related phenomena, circumstances,
situations or events. Relational elements are used to repre-
sent the connections that exist between conceptual ele-

ments.

The conceptual elements of the model are the variables,
while the relational elements represent the link that exists

between those variables.

The relationships are links of interdependence by cause-ef-
fect. They have intensity and direction. The intensity
measures the magnitude of the relationship between one
variable with another one. The direction indicates the
course of the connection path, and it is displayed with a

positive or negative sign.

While the model must reflect reality as accurately as possi-
ble, there must be balance between precision and complex-
ity. Employing a large number of variables leads to a more
complex model, but this does not necessatily mean that it

is better.

The incorporation of new variables must be carried out
with caution since the introduction of redundant variables
creates the problem of multicollinearity, which undermines
the explanatory value of the model. Therefore, only those
variables that optimize the explanatory capacity of the
model should be included.

On the other hand, the representation of the model can take var-

ious forms, such as graphics or identity.

The graph is a means of representation characterized by the
use of visual resources. It is a very effective tool for display-
ing content. It consists of a network made up of nodes and
connections. Nodes represent concepts and connections

show the way they are related.

Concept maps and mind maps are graphics commonly used
in analysis. Charts are also common. They are a specific
type of graphic representation in which magnitudes are dis-

played by using mainly numerical components.
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Specifying the model graphically is to represent variables
using nodes, and their relationships by means of graphic
links. Variables take the form of images or geometric fig-
ures, and relationships connect variables using unidirec-

tional or multidirectional lines or vectors.

The Zdentity is a means of representation in the form of a
formula that transcribes a statement into mathematical lan-
guage. It consists of two mathematical expressions sepa-
rated by the equal sign (=). It is characterized by the use of
elements such as numbers, letters, signs, and operators,

some of which can be grouped in algebraic expressions.

Algebraic expressions are groups of letters and numbers
separated by operators. Each group of the algebraic expres-
sion, which are called terms, is composed of a literal part
and a coefficient, as well as an exponent when the expres-

sion is more complex.

The literal part is a variable whose specific value is not al-
ways fixed or known. It is usually represented by a letter of
the Latin alphabet. The coefficient is a multiplicative factor
that indicates the degree in which the variable it accompa-
nies varies. It is represented by a letter of the Latin or Greek
alphabet. Operators are algebraic symbols (+, -, *, /, etc.)
that indicate how the mathematical operations are per-

formed on the elements between which they are placed.

When specifying the model in the form of identity, the var-
iable representing the studied phenomenon is located on
the left side, whereas the other variables that form the phe-
nomenon or explain its behaviour are located on the right
side in the form of algebraic expressions. These expressions
are simple or complex, depending on the linearity or non-

linearity of the relationship between the variables.

7. Estimation, diagnostic and use

The specification in the form of mathematical identity al-
lows the estimation of the model, whose purpose is to ob-

tain the quantitative value of the coefficients.

The first step is to summarise the data, using descriptive
statistics tools. Each of the variables is measured, their fre-
quency distribution, their centralization measures, such as
mean, median, or mode; their dispersion measures, such as
standard deviation or the coefficient of variation; and their

shape, such as symmetry or kurtosis.
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In addition, all related variables are studied together by mul-
tivariate frequency distribution, mean vectors, linear asso-
ciation measures (covariance and correlation), and the var-

iances and covariance matrix.

In cases where the data are not complete but come from a
sample population, the behaviour of that population must
be generalized using statistical models of probability distri-
bution. To do this, hypotheses about the distribution func-
tion are raised, and the probability of each of the possible
values is calculated. The model is estimated using statistical

inference techniques.

Statistical inference techniques use parametric and nonpar-
ametric methods, depending on their purpose. In addition,
they are classified into classic and Bayesian methods ac-

cording to the type of data they use.

When the estimation of the model stage is completed, its
validity must be evaluated. This is the stage diagnosis of the
model. 1t is then that the assessment of the model that has
been previously formulated takes place, this is done in both
the study of complete populations and in those cases of in-
ferences from samples of data. In order to do this, the hy-
potheses raised are contrasted, especially those related to

the parameters and the structure of the model.

Concerning the contrasts of statistical significance, a meas-
ure of the level of discrepancy is established, as well as the
rule that makes it possible to judge whether such a discrep-
ancy is acceptable or not. In any contrast, two types of er-
rors can be made: the Type I error, which consists of re-
jecting the hypothesis when it is true, and the Type II error,

which is made when accepting a hypothesis that is false.

Likewise, the properties of the estimators must also be eval-
uated. Bias, efficiency, robustness (consistency), and con-

vergence are to be assessed.

Once the contrasts are statistically significant, the result is

generalized and the model is considered verified.

In regard to the wse of the model, its explanatory capacity de-
termines whether it can be used to describe the phenome-
non investigated in the analysis report. In addition, its pre-
dictive capacity conditions its use to obtain predictions.
Those predictions can be incorporated into the report as
possible future scenarios. Assuming conditions are propi-

tious, the model can be used as a predictive tool.
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Concerning prediction, it is important to highlight that var-
iables fulfil a double function: they have an explanatory role
and an instrumental role. The phenomenon is represented
in the model by what is called the Zarget variable, since ob-
taining its resulting value is the purpose of the prediction.
The circumstances, situations, or events that affect the phe-
nomenon are represented by zustrumental variables, as they are
the instruments that operate as a transmission channel of
changes. This means that any alteration in one of the instru-
mental variables due to external factors will be transmitted
through the channel and will produce a modification in the

phenomenon.

Being provided with a predictive analytical tool simplifies the
scenatio-generating process through simulations. This fa-
cilitates the measurement of the impact on the target varia-
ble as a result of any possible changes that contemplate the

various simulated scenarios.

Early detection of any circumstances leading to unfavoura-
ble situations can be useful for prevention systems, pro-
vided that those systems have the effective means to take
action to change the course of events from the path to neg-

ative scenarios.

Regarding the conclusions drawn from a model, caution
should always prevail. And making a clear distinction be-
tween the objective (data and proven facts) and the subjec-
tive (opinions, interpretations, estimations, and generaliza-

tions) is particulatly relevant.

Ultimately, a model does not reflect the reality in its en-
tirety. A model is a simplified representation of reality, de-

fined on the basis of methodological criteria.

8. Case study: CALP Model

CALP Model is the name given to a simplified representa-
tion of the Zerrorist threat phenomenon, whose behaviour is
mainly explained by the four CALP variables: Capacity, Ae-
tivity, Lethality, and Popularity.

While the model that is proposed in this article is purely
theoretical, its potential practical implementation could be
an analysis tool for the systematic study of the phenome-

non in an organized and structured manner.
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It should be taken into consideration that threats are phe-
nomena that are to be studied within a context of great un-
certainty. This means that it is unclear whether or not
events related to such threats will occur, neither is there any
certainty whether said events could cause personal injuries

or material damage.

The model being proposed is a multivariate structure with
five variables (see Figure 1). The Zarget variable is the Threat,
whose behaviour is explained through four zustrumental var-
tables, which are Capacity, Activity, Lethality, and Popularity.

In the sphere of security, a threat is understood as that
which has the capacity and decision to attack life or public
and private interests. In the particular case of the terrorist
threat, attacks directly endanger human life, security, the
particular possessions of individuals, as well as public prop-

erty.

For the practical use of this model, the Threat variable
should be defined cleatly and unambiguously according to

its context, space and time.

The context of the Threat may be limited to a particular ter-
rorist group or a set of more or less related groups. With
regard to space, the study may focus on the global nature of
the terrorist phenomenon or on the precise territory where
the group, the groups and their operational cells have es-
tablished. And concerning the Ze, the study may be nar-
rowed to a precise point in time, or extended to study its

evolution over a longer or shorter period.

On the other hand, the use of this model in practice re-
quires a concrete and precise definition of each of the in-
strumental variables. It also requires the specification of the
observation units, from which data are to be extracted in

order to measure the variables.

Capacity has various connotations: operational capacity, de-
structive capacity, capacity to inflict damage and response
capacity, among others. It can be quantified from their mil-
itary strength, which includes the number of their troops,
the weapons in their arsenals and their available financial

resources.

Activity includes the series of direct and indirect actions that
the terrorist group perpetrates with the purpose of instilling
terror as a means of achieving its objectives. The acts of
martyrdom may also be included, which are those that oc-

cur in terrorism for the purpose of creating martyrs or to
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brutally and severely punish the rest of the people in the

wotld, who do not share their radical vision.

Lethality is quantified based on the number of victims. It is
usually limited to those directly affected by violent acts,
both the attacked and the attackers themselves, including
those who perpetrate acts of martyrdom. Indirectly affected
victims may also be included, but obtaining this data can be

extremely difficult.

Popularity is measured by the media impact. In order to instil
terror, acts have to be widely disseminated by the media.
Without exposure, they are not terrorist acts but mere vio-
lence without propagandistic power, which destroys their

reason for existence.

With regard to the existing relations between variables be-
ing incorporated into the model, a positive causal connec-
tion is expected to occur. This means that any increase in
Capacity, Activity, Lethality or Popularity poses a greater
Threat. An increase in Capacity is an increase in resources,
which leads to an increase in Activity. More Activity means
more Lethality, which generates more Popularity. More
Popularity, then, means more Capacity, either for the incor-
poration of new fighters in the terrorist force or for the re-

ception of more economic contributions from supporters.

However, incorporating acts of martyrdom into the model
can affect the relationships between variables, since in this
case causal connections can be positive or negative. While
acts of martyrdom generate a lot of popularity, there is no
doubt that these actions decrease capacity, due to the death

toll of combatants.

To display the CALP Model in the form of mathematical
identity, a multivariate linear function is formulated. The
target variable Threat (T) is composed of the sum of four
algebraic expressions that represent the impact of the four
instrumental variables: Capacity (C), Activity (A), Lethality
(L), and Popularity (P). The coefficients «, 3, y, 8 measure
how intense is the effect of those four instrumental varia-

bles on the Threat.

CALP - f(T) =f - T=aC+BA+ YL+ 8P

C
A
L
P

To present the CALP Model as a graph (see Figure 1), cubic
and cylindrical shaped nodes are used to illustrate the vari-
ables of the model. The cube depicts the target variable,

Threat, and the cylinders portray the instrumental variables,
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Capacity, Activity, Lethality, and Popularity. Unidirectional
and bidirectional vectors show the orientation of causal re-

lationships.

Figure 1: The CAILP model

CALP MODEL

Capaciry Leraavmy

THREAT

The practical use of the CALP Model requires the extrac-
tion, processing and analysis of the data that the variables
measure, as well as the estimation of the coefficients by the
most suitable analytical method, based on methodological
criteria. To display the resulting model as a mathematical
identity, the symbols representing the coefficients are re-

placed by their corresponding estimated numeric values.

Given the appropriate conditions, the model can serve as a
powerful analytical tool with great explanatory and, poten-

tially, predictive capacity.

The purpose of the prediction is to obtain the quantitative
value of the Threat from the equally quantitative values of
the four instrumental variables. Capacity, Activity, Lethality
and Popularity operate as a channel through which changes
are transmitted toward the Threat. This analytical tool
could also be used to generate alternative scenarios through

simulations that quantify the variation of the Threat.

Furthermore, this tool could be useful for prevention sys-
tems, given that it allows the early detection of those unfa-
vourable situations that aggravate the terrorist threat, as
well as for quantifying the deterioration of those situations.
If those prevention systems had the means to take actions
on external factors that affect its capacities, its activities, its
lethality, or its popularity, the course of events leading to

the worst threat scenarios could be changed.
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In the end, caution must prevail. No model can reflect re-
ality in its entirety. The CALP Model is a simplified repre-
sentation of the terrorist threat. Hence, its validity is condi-

tioned by the methodological criteria adopted.

9. Conclusions

The challenges the 21%-century analyst currently faces are
becoming more numerous and complex. The storage and
distribution systems provide a huge amount of data. Global
interconnection enables the almost immediate availability
of all sorts of information and offers multiple analytical
possibilities. Therefore, technology has significantly in-

creased the complexity of all analysis-related tasks.

The role of the analyst is evolving slowly, gradually. Many an-
alysts are complementing their training and experience with
specialized knowledge and specific skills in data science.
More and more analysts are excelling in the field of infor-
mation management and processing systems. Likewise,
they are mastering the various methodological alternatives

that can be applied in each situation.

The work of the analyst is undergoing major changes and tech-
nology is accelerating the speed at which they occur. This
work consists of the study of a particular phenomenon and
in the preparation of a report describing its behaviour. The
quality of the report improves noticeably when the analyst
has a deep knowledge of the information management pro-
cess. Using a model also improves significantly the quality
of the report and, particularly, in those cases in which the
analysts themselves are actively involved in the selection

and development of its methodological criteria.

Information management is one of the most essential aspects of
the analysis. T'o understand the true nature of a phenome-
non, many different pieces of information from many
sources must be used. The value of the analysis depends on
the ability of the analysts to study, understand, interpret and
assess the phenomenon under study, which is entirely de-
pendent on their capacity to extract worthwhile infor-

mation.

‘The analysis methodology is another crucial aspect of the anal-
ysis. It is the set of procedures and stages that are followed
during a research process. The methodology based on the
scientific method is the most suitable option in the complex
current context. A combination of both the holistic ap-

proach and the factor assessment techniques enables the
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analyst to develop a model to explain the behaviour of the

phenomenon under observation.

During the data analysis stage, the variables and their rela-
tionships are measured. The structural or conjunctural na-
ture of the study of the variables, as well as to the specified
time interval, conditions the analysis to be static, dynamic,
or mixed. Category classification and the comparison of
these categories are critical stages within the data analysis

process.

A simplified representation of the behaviour of the phe-
nomenon is developed in the model specification stage. This
representation can take different forms, such as a graph or
an identity. The graphic form represents the variables and
their relationships by means of visual resources such as
nodes and connections. The zdentity form resorts to a formula
to transcribe the description of the behaviour of the phe-

nomenon into mathematical language.

In the estimation of the model stage, the quantitative value of
the coefficients that accompany the variables is obtained.
Its validity is assessed in the diagnostic of the model stage, using
hypothesis contrasts on the parameters and on the structure

of the model.

The use of the model depends on its explanatory and predictive
capacity. The adopted methodological criteria determine
whether the model can be used as a predictive analytical

tool.

Having an adequate analytical tool for prediction simplifies
scenario analysis. It helps to understand how the mecha-
nism named change transmission channel works, as it measures
the scale of the variations in the phenomenon when exter-

nal factors alter the value of the other variables.

In general, analytical tools facilitate the production of anal-
ysis reports. In particular, predictive analytical tools are es-
pecially useful for prevention systems when they can take
actions to change the course that leads to the most adverse

scenarios.

The CALP Model is an example of a model based on the
scientific method. Its potential practical implementation
with the appropriate methodological criteria could trans-
form it into an analytical tool to assess the terrorist threat
with great explanatory and predictive capacity. It could be
used to generate different alternative scenarios, which could

lead to study in depth how any potential alteration in an
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external factor ends up causing an impact on the level of

the terrorist threat.

An analytical tool such as the CALP Model allows the early
detection of unfavourable situations. Thereupon, it could
be particularly useful for those who have the means to take
preventive measures to keep the level of the terrorist threat

from worsening.

However, and although analytical tools ease the burden of
many of the tasks associated with analysis, they should be
used with great caution. They are based on models that do
not reflect the reality in its entirety but only the part of the

reality under analysis, based on methodological criteria.

The current state of analysis is complex and, in view of the
high speed of technological developments, it will inevitably
become more complex in the future. However, this situa-
tion is an extremely beneficial opportunity for the 215-cen-
tury analyst. The range of methodological possibilities will
be broadening even more, which will entail huge progress
in the analysis models. Undoubtedly, these will also lead to

a high development of the analytical predictive tools.
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